DATA SYNC SERVICES

OVERVIEW

Data Sync Services is a cloud based solution that enables customers to securely synchronise data from their internal systems
to the Signagelive Cloud so that it can be securely distributed and displayed as content on media players.

Data Sync Services solves a number of problems for our customers, primarily focusing on the the security of integrations
as credentials and API keys are never distributed to players, furthermore data does not have to be publicly exposed on the
internet i.e. “Publish to Web" is no longer required.

Data Sync Services is developer friendly as all integrations for a player are stitched together into a single API call meaning
that your data can be integrated quicker and displayed quicker, this means that developers only need to integrate with our

APIs and not concern themselves with the structure of each integration they wish to display on screen.

Data Sync Services is designed to be infinitely scalable and integrate with any solution, even ultimately on-premise data can
be integrated.

THE INTEGRATIONS THAT WILL BE BUILT ARE:
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DATA SYNC SERVICES
HOW DOES IT WORK?

DATA SYNC SERVICES - SIMPLIFIED VIEW

Data Sync Services is a separate solution to the core Signagelive CMS but is tightly integrated.

3 5
MANAGE CONTENT
CONTENT & CONFIGURATION

PER PLAYER PER DATA OBIECT AUTHORISATION
TO DATA OBJECTS
l A 4
1 6
CONFIGURE = —_— pATA —>
INTEGRATIONS
USER DATA SYNC SIGNAGELIVE
SERVICES PLAYERS

DATA IN EXTERNAL SYSTEM

. User configures integrations i.e. the data to synchronize and schedule

. Data is regularly synchronised as per the schedule to the Signagelive cloud

. User publishes content to the player including the configuration for Data Sync Services

. Signagelive grants player access to the data

. Content and configuration sent to the player including the configuration for Data Sync Services
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. Data securely synchronized to the player directly from Data Sync Services
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DATA SYNC SERVICES
DATA SYNC SERVICES - DETAILED VIEW

Each Data Service operates independently of others and are presented via unified APIs and User Interfaces via the Gateway.
Each Data Service can therefore take advantage of different technologies to ensure that the data is synchronized as efficiently
as possible, delivering the solution in the most appropriate way.

As each Data service is independent that can independently scale meeting the demands of our customers.

5 3
4= CONTENT == <4— MANAGE =——
& CONFIGURATION CONTENT
SIGNAGELIVE PLAYERS USER
6 1
DATA PER PLAYER PER DATA OBJECT CONFIGURE
AUTHORISATION TO DATA OBJECTS INTEGRATIONS
DATA SYNC
SERVICES
GATEWAY

(CEE—)

[coo 1]

| CCCN|

(E—)

DATA API AUTHORISATION API USER INTERFACE
DATA CONFIGURE INTEGRATIONS
DATA SERVICE |

(CEE—)

[coo 1]

| CCE—|

(E—|

DATA API * USER INTERFACE SYNCHRONISATION
T_ SERVICES
DATA e < DATA |
SECURE STORAGE

DATA IN EXTERNAL SYSTEM

. User configures integrations i.e. the data to synchronize and schedule

. Data is regularly synchronised as per the schedule to the Signagelive cloud

. User publishes content to the player including the configuration for Data Sync Services

. Signagelive grants player access to the data

. Content and configuration sent to the player including the configuration for Data Sync Services
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. Data securely synchronized to the player directly from Data Sync Services via our secure Data API
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DATA SYNC SERVICES

BENEFITS OF DATA SYNC SERVICES
SECURITY

Data is securely stored in our Cloud

Data is only made available to Players that require access to it

API Keys and credentials for external systems are stored on the cloud and not on the media players themselves

Data is encrypted at rest

Data is encrypted in transit

No need to expose sensitive data with “Publish to Web” solutions as all integrations directly authenticate securely with the
source

e Only the data that is required to be displayed on the player is transmitted to the player

OPTIMAL INTEGRATIONS

e Syncing once to the Cloud and distributing to many players architecture means that rate limits on 3rd party APIs are
unlikely to be breached as may happen if integration is performed on the player(s).

e By integrating in the Cloud rather than on the player there are no limitations on the integration for example Cross Origin
Resource Sharing is not an issue

e Supports both Push and Pull synchronisation

DEVELOPER FRIENDLY

e Our dynamic Data API (GraphQL) enables Widget Developers to easily request the data they require in a single request
without having to have any knowledge of the 3rd party system API
e Directly integrated into our Widget SDK which will ensure data is updated and cached even when the widget is not running

FUTURE PROOF

e When new integrations are made available they are instantly available to all supported player types without a need to
update the player

e The solution will be ultimately deployable into any data centre including on premise

e Infinitely scalable architecture
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DATA SYNC SERVICES

AUTHENTICATED WEBSITES

Many customers have the requirement to show Dashboards and KPIs from business critical web applications as part of their
digital signage content in a secure way.
Examples of these based on customer feedback are (but not limited to):
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The majority, if not all of these solutions are web based and therefore display HTML5 Dashboards, the challenge is that many
of these solutions are password protected and do not have a way for systems such as Signagelive to easily authenticate and
display the protected data.

Some systems work around this by enabling sharing of a Dashboard via a public url however this is not secure as whilst the
urls are difficult to guess as they include long random strings it is theoretically still possible, therefore many companies do
not permit this. It's worth noting that some solutions to limit access to the Dashboards enable IP addresses to be whitelisted
but not all. Furthermore many pages cannot be embedded into HTML5 based media players such as ours, typically this is
achieved via X-FRAME-OPTIONS headers and / or by setting the Content Security Policy (CSP) frame-ancestors policy.

Authenticated Websites solves this problem by capturing screenshots securely in the cloud and distributing them to the media
players.
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https://powerbi.microsoft.com/en-us/
https://www.gooddata.com/platform?gclid=Cj0KCQjwi7yCBhDJARIsAMWFScPM22QWC8eaYHNRmpDCj8yUKCkHIdrVNqamfQeCiI0gsNBIBpu4c0MaAs-HEALw_wcB
https://www.datadoghq.com/lpg/?utm_source=Advertisement&utm_medium=GoogleAdsNon1stTier&utm_campaign=GoogleAdsNon1stTier-BrandCV&utm_content=Brand&utm_keyword=%2Bdata%20%2Bdog&utm_matchtype=b&gclid=Cj0KCQjwi7yCBhDJARIsAMWFScPUrmnLtQD2SYAJeCuVKb6KUAXv2OsMBaLeHpmwR7Y90dYZBtBWeQcaAhVwEALw_wcB
https://uplandsoftware.com/rantandrave/
https://www.microsoft.com/en-gb/microsoft-365/sharepoint/collaboration
https://www.qlik.com/us/lp/ppc/qlik-sense-business/qv?CampaignID=7013z000000it5i&ppc_id=ye0WCAzc&kw=qlikview&utm_content=sye0WCAzc_pcrid_398249658419_pmt_e_pkw_qlikview_pdv_c_mslid__pgrid_81350161423_ptaid_kwd-1400175604&utm_source=google&utm_medium=cpc&utm_campaign=Qlik_United_Kingdom_Google_Brand_DA_EN&utm_term=qlikview&gclid=Cj0KCQjwi7yCBhDJARIsAMWFScPVmYxmzGqk4kcLnkaDbqlSrOHkqboQdzMa7_XiWl6VfK6wCGZwR_EaAqDTEALw_wcB
https://www.dynatrace.com/?utm_source=google&utm_medium=cpc&utm_term=dynatrace&utm_campaign=uk-brand&utm_content=none&gclsrc=aw.ds&&gclid=Cj0KCQjwi7yCBhDJARIsAMWFScNWJqrMmdK4QZWx2S9DZMp7X2PyfnacYf6pnGEVz9qRLN7Ke7c0p8waAsB8EALw_wcB
https://www.yellowfinbi.com/?utm_source=google&utm_medium=cpc&utm_campaign=10097498342&utm_content=119875424321&utm_term=%2Byellowfin&_bt=491213057419&_bk=%2Byellowfin&_bm=b&_bn=g&_bg=119875424321&gclid=Cj0KCQjwi7yCBhDJARIsAMWFScORskx22-8WqsCxA4yfwBhCxa6xLMKb6mYQFfKrYS_UP_xBxGFXHH0aAqliEALw_wcB
https://www.tableau.com/en-gb
https://www.grow.com/?utm_gt=&utm_medium=paidsearch&utm_source=google&utm_term=&utm_campaign=&utm_content=&hsa_acc=4438459871&hsa_cam=11998655516&hsa_grp=119584611521&hsa_ad=489855209516&hsa_src=g&hsa_tgt=kwd-303839794711&hsa_kw=grow%20business%20software&hsa_mt=b&hsa_net=adwords&hsa_ver=3&gclid=Cj0KCQjwi7yCBhDJARIsAMWFScP6Vr2BHW4UGnnupOkVYJ0IHXFDgx2yP_JsLrpauT83ybz3aOupPDAaAmkCEALw_wcB
https://www.splunk.com/en_us/download/splunk-enterprise.html?utm_campaign=google_emea_tier1_en_search_brand&utm_source=google&utm_medium=cpc&utm_content=Splunk_Enterprise_Demo&utm_term=splunk&_bk=splunk&_bt=386199173979&_bm=e&_bn=g&_bg=59888692704&device=c&gclid=Cj0KCQjwi7yCBhDJARIsAMWFScM_D5erDiZXPjAEDtkULngCnlJqI5Vw61i7T4pFdKR1BK7k7Mg9vgcaAl2TEALw_wcB
https://monday.com/
https://www.domo.com/?utm_source=google&utm_medium=g&campid=7015w000000vbcVAAQ&gcreative=428752914155&gdevice=c&gnetwork=g&gkeyword=domo&gplacement=&gmatchtype=e&gtarget=&gadposition=&s_kwcid=AL!5964!3!428752914155!e!!g!!domo&gclid=Cj0KCQjwi7yCBhDJARIsAMWFScNt00PhEp6yxmM0Emvl5B9O3lRBnZlbvzzbL5_pC_WvKGnpK_F4Jq0aAnxAEALw_wcB
https://www.geckoboard.com/?utm_source=paid_search_adwords&utm_medium=paid_search&utm_campaign=brand-q320&gclid=Cj0KCQjwi7yCBhDJARIsAMWFScN4R8dKzfla2G87PsMNj-d5AKpPI2jF6yDaTk6JtufXshWmj2wUkkAaAsUrEALw_wcB
https://www.solarwinds.com/?&CMP=KNC-TAD-GGL-SW_UK_X_PP_CPC_LD_EN_BRDE_TIN-X-972701961%7E56758950868_g_c_solar%20winds-e%7E505639313262%7E%7Ep53926918903&ds_cid=71700000067700820&ds_agid=58700005886239084&network=g&device=c&keyword=Solar%20winds&matchtype=e&creative=505639313262&feeditemid=&gclsrc=aw.ds&&gclid=Cj0KCQjwi7yCBhDJARIsAMWFScO3GTgNaBIK8HyWbDeqtmx-N9MXasUf6HwiWy4lSh9nMc8MuoHYq3UaAs-dEALw_wcB
https://www.sisense.com/en-gb/get/demo-on-demand-oem/
https://newrelic.com/?utm_campaign=Brand-UK&utm_medium=cpc&utm_source=google&utm_content=HP&fiscal_year=FY21&quarter=Q4&gtm=DEV&program=EVERBRAND&ad_type=None&geo=UK&utm_term=new%20relic&utm_device=c&_bt=497422424328&_bm=e&_bn=g&gclid=Cj0KCQjwi7yCBhDJARIsAMWFScMkJeMsTanDskjfX2cygCHPzQilCznEIQvtmPQ97g3r_xSW7lK9hOgaAr14EALw_wcB
https://www.servicenow.com/?campid=29586&cid=p:all:dg:b:prsp:core_brand_top_prsp:emea:all&s_kwcid=AL!11692!3!504629304397!e!!g!!service%20now&ds_c=GOOG_EMEA_All_EN_DEMANDGEN_ALBU_PRSP_Brand_EXA_Top&cmcid=71700000065217203&ds_ag=ServiceNow_EXA&cmpid=58700005786402814&ds_kids=p52805206502&gclsrc=aw.ds&&gclid=Cj0KCQjwi7yCBhDJARIsAMWFScPv3NfNGE2VJ5_wKquIEdiXcKSRpCHu85q70WY6x9JkXhppTuwS7psaAiYTEALw_wcB

DATA SYNC SERVICES
AUTHENTICATED WEBSITES DATA SERVICE

DATA SYNC SERVICES / AUTHENTICATE WEBSITE DATA SERVICE
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SECURE WEBSITE

. Setup the script to navigate the website and capture the screenshot

. Store credentials securely using a Secret Manager (note this is a write only interface)

. Synchronisation services loads the script according the schedule defined by the user

. Credentials are read by synchronisation services. The Secret Manager is configured so that ONLY synchronisation services
can read the credentials

. Run Script to navigate website and capture screenshot

. Store screenshot in secure storage

. Screenshot served via our secure Data API
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ADVANTAGES

e Works on all players the output is an image, can work with any system and is instantly available to all players without a
player update

e Does not require a live internet connection to load the last known data API Keys and credentials for external systems are
stored on the cloud and not on the media players themselves

e Always backwards compatible even if the website introduces new technology into their User Interface we can just update
the browser in the Cloud (we use Chrome), therefore even on older media players modern web based solutions can be
easily used
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